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Homeland Security and Intelligence: Can Oil 
Mix with Water in an Open Society? 


WILLIAM C. SPRACHER 


The newest US Cabinet department is Homeland Security (DHS). 
One of the most controversial aspects in the process of developing 
this entity is the role of intelligence in providing information on the 
increasing terrorist threat. This article examines the intelligence 
challenges for homeland security. In doing so, it explores the 
problems of merging disparate cultures — law enforcement vs 
intelligence, civil entities vs military, federal vs state and local 
jurisdictions, and domestic focus vs international perspective. Given 
the nature of the globalized, asymmetric threat, the need for more 
and better intelligence sharing is obvious. Terrorists and other 
criminals do not respect international boundaries; in fact, they 
exploit them in an effort to prevent effective and timely 
countermeasures. This demands that robust multinational 
collaboration and interagency coordination be practiced. 


INTRODUCTION 


The world is a dangerous place to live, not because of the people who are 
evil, but because of the people who don’t do anything about it. 


Albert Einstein! 


Stealing the headlines in the United States since the tragic events of 
11 September 2001 has been the federal government’s almost single-minded 
focus on homeland security. This is not at all hard to understand, given the 
national and international trauma which that series of terrorist atrocities 
produced and the approximately 3,000 lives lost in a matter of only a couple of 
hours. An assessment often heard in the painful days and weeks following the 
al Qaeda attacks, almost to the point of becoming trite, was that the world had 
changed forever that day, and the sense of calm assurance historically felt by 
most US citizens that they were safe from harm by terrorists inside the 
country’s borders would never return. Some international pundits glibly 
observed that it was about time for the US to wake up from its false 
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complacency and experience what most of the rest of the world had been 
suffering for years. A few of the more cruel and sadistic observers even 
celebrated the attacks in the streets and claimed the United States deserved 
what happened or, in something of a stretch, had actually provoked the attacks. 

The fact that Washington, DC and New York City were seemingly caught 
totally by surprise immediately brought the nation’s intelligence community 
into the spotlight, producing consternation that it had failed to predict 
the attacks and protect the innocent victims, who represented not only the 
United States but scores of other countries. It was truly a terrorist onslaught 
directed against the United States, but one having spillover effects on the 
entire civilized world. High-level government officials and friends and 
relatives of the victims alike were left asking how such a horrible day could 
have happened without someone detecting the warning signs. In the nearly two 
years since ‘9/11’, a series of inquiries and investigations has been conducted 
to try to determine what went wrong and how. Some structural changes have 
already been made to enhance coordination among US government agencies; 
others will surely follow. The newest and most talked about Cabinet-level 
agency of the US government is the recently created Department of Homeland 
Security (DHS), headed by former Pennsylvania Governor Tom Ridge. One of 
the most controversial aspects in the process of developing this entity, and 
refining the concept of homeland security overall, is the role of intelligence in 
gathering information on the increasing terrorist threat and analyzing it for key 
decision makers. 

This article will examine the intelligence challenges for homeland 
security. In doing so, it will explore the problems of merging disparate 
cultures — law enforcement versus intelligence, civil actors versus military, 
federal efforts versus those at the state and local levels, and the domestic focus 
versus the international perspective. It will also briefly look at control and 
oversight mechanisms to ascertain if the new department is performing its 
mission adequately and sustaining the public trust. It was only a few weeks 
after the dust at ‘Ground Zero’ had settled and the embers at the Pentagon had 
cooled that critics began pointing fingers at the Bush administration for going 
too far too fast in trying to catch the perpetrators and prevent another 9/1 1-type 
event from occurring in the future. At play here is the traditional tradeoff 
between the rights to privacy of ordinary citizens and the national security 
imperatives of the country at large, a delicate balancing act that has taxed the 
patience and sensitivities of the American people. 

The civil rights versus national security conundrum is faced not only by the 
United States but by all freedom-loving peoples of the world. Given the nature 
of the globalized, asymmetric threat now confronted by all nations, and 
especially those sharing democratic ideals, the need for more and better 
intelligence sharing is obvious, both internal to each government and external 
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with counterpart elements in allied countries. As we all now recognize, 
terrorists and other international criminals do not respect territorial integrity 
and national sovereignty. In fact, they exploit these somewhat outmoded ideas 
and national boundaries in an effort to prevent effective and timely 
countermeasures. Even though homeland security is receiving more coverage 
in the United States than anywhere else, increasingly other countries are 
starting to pay more attention to their internal security procedures. Internal 
security has long been a salient topic in most corners of the Western 
Hemisphere, but for reasons other than the threat of international terrorism. 
It was not until this threat penetrated the protective barrier that the United 
States assumed it had around it that Washington began paying so much 
attention to internal security, and several other capitals are following suit. 

This article will discuss primarily those challenges faced by the US 
government as it tries to shore up protection for its own people, systems and 
critical infrastructure. Nevertheless, all the nations of the hemisphere are in 
this new game together, and a threat to one spills over and becomes a threat to 
all. Only with a concerted effort among them — in part military, in part 
diplomatic, and in part economic — can the terrorist threat ultimately be 
neutralized. Of course, this demands that robust multinational collaboration 
and interagency coordination be practiced. Lessons learned by scholars 
studying these problems in the United States must be shared with those of 
other nations that may soon be facing, if they are not already, these same 
pernicious threats. Some of the lessons learned will be about the nature and 
sources of the threat itself, some will be about the application of enhanced 
technology, while some will be about the internal bureaucratic politics of 
trying to organize a set of structures that will complement, rather than detract 
from, the overall defensive posture of the society at large. 

Finally, we must ask how all this can be done in such a way that the 
cherished freedoms the effort is designed to protect are not themselves 
destroyed in the process. As time passes, memories fade, and the ‘shock and 
awe’ of 9/11 dims while other national concerns, such as the economy, take 
center stage, criticism of the government’s efforts grows. And as more details 
are revealed about what certain officials knew, and when they knew it, 
scrutiny of the intelligence agencies’ roles intensifies. In an attempt to 
‘connect the dots’, to use another cliché of recent vintage, fingers are being 
pointed at certain players. The sense of unity that bound the executive and 
legislative branches of the US government after 9/11, and the feeling that all 
citizens are in this together and must support the president’s efforts loyally and 
without question, has dissipated. Now that the patriotic euphoria has subsided 
and citizens have been able to reflect not only on the events of 9/11, but also on 
the domestic measures taken in the wake of that disastrous day and the 
international linkages used to justify the war in Iraq, more pointed questions 
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are being raised. This article will examine some of those issues and assess 
whether intelligence can enhance security without destroying the civil 
liberties US citizens have been accustomed to enjoying for over two centuries. 


SETTING THE SCENE 


Internal threats are not new to the United States, though many of today’s 
citizens may not realize it. During the Civil War, a clampdown on domestic 
terrorist acts was ordered by that great advocate of civil freedoms, Abraham 
Lincoln. Always the master pragmatist, the president knew that in order to 
maintain the Union and restore domestic order he had to take tough measures 
for tough times. This included the suspension of the writ of habeas corpus 
(the right to challenge in court one’s detention by the government), the arrests of 
thousands of suspected disloyal civilians, the trials of civilians before military 
commissions (to include Lincoln’s own assassination conspirators), and the 
denial of certain press freedoms.” As Supreme Court Chief Justice William 
H. Rehnquist told a group of law students in 1996, five years before 9/11: 


Lincoln felt that the great task of his administration was to preserve the 
Union. If he could do it by following the Constitution, he would 
quite willingly choose the former course... If may be that during 
wartime emergencies it is in the nature of the presidency to focus on 
accomplishing political and strategic ends without too much regard for 
any resulting breaches in the shield which the Constitution gives to civil 
liberties.* 


In hindsight, this observation seems highly prophetic. 

Nevertheless, there are some differences between what the United States 
faced during the early 1860s and what it faces today. President Bush reminds 
us that we are ‘at war’ in the fight against global terrorism. 


But how the country prosecutes that war is vital to maintaining the fabric 
of our open society. A crackdown that is highly targeted is justified. In all 
likelihood, foreign agents — some of whom may be U.S. citizens or are 
in line for achieving that status — are continuing to work in this country 
to abet Islamic extremists. But they need to be found and identified 
through careful, selective intelligence, not racial profiling. These issues 
will likely be taken up eventually by the Supreme Court, particularly 
those concerning lengthy detentions without charge of noncitizens, 
government secrecy in such cases and the use of military tribunals when 
civil courts are available in peacetime.* 


The issue of how best to warn citizens of an impending threat also can be 
traced back at least as far as the Civil War. In November 1864, Southern 
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agents devised a plan to use arson to spread panic throughout Northern cities. 
Like the situation of today, the Lincoln administration knew that these 
terrorists were planning attacks but did not have specifics. Consequently, 
Secretary of State William Seward (famous for being the namesake of 
‘Seward’s Folly’ when Alaska was purchased by the United States from 
Russia in 1867) issued an official warning to the nation in the form of a letter 
to the mayor of Buffalo, New York, which was released to the press. 
Curiously, although The New York Times printed Seward’s warning the next 
day, the Washington papers did not. All five major newspapers remained mute 
on the arson threat, although one of them did report on a fire drill that day at 
the Washington Navy Yard. For whatever reason — blind luck or 
Washington’s already adequate security — the expected attacks occurred 
elsewhere. The big assault was in New York three weeks later, when Southern 
arsonists tried to burn down several hotels and a museum. Damage was minor, 
and no one was hurt. Naturally, when word of the arson spread, security in the 
capital city was tightened considerably. Soldiers patrolled Washington’s 
streets, and more guards were added at government offices and installations.° 
Sadly, however, less than four months later, when Lincoln was assassinated at 
Ford’s Theatre by John Wilkes Booth, an itinerant actor and Southern 
sympathizer, the president settled for only one police guard, who left his post, 
and Seward’s residence had no guards at all. The secretary of state nearly 
perished too from an attack by one of Booth’s gang. 

Unlike in many other nations of this hemisphere, US society has always 
reflected a deep aversion to internal security and countersubversion. The 
country traditionally has trusted its own citizens and rationalized that any 
serious threats would be of an external nature. Despite a brief period of 
insecurity after Pearl Harbor due to fears of Japanese air attacks on the west 
coast and German submarine shenanigans on the east coast, the United States 
has enjoyed a sense of relative security due to friendly neighbors to the north 
and south (except for occasional lapses with Mexico that ended in violence) 
and broad expanses of ocean to the east and west. Whenever threats from 
within have manifested themselves, such as the 1995 bombing in Oklahoma 
City or the much smaller 1996 bombing incident during the Olympics in 
Atlanta, they have generally been written off as perpetrated by crackpots or 
devious criminals, and not viewed as legitimate threats to the government 
or society at large. 

Similarly, until about six decades ago intelligence, just like the armed 
forces, was deemed a wartime-only commodity that could be built up 
temporarily for a national emergency and then dismantled as soon as things 
returned to normal. The Vietnam War and its turbulent aftermath produced 
a lot of fallout on this score too. Domestic intelligence agencies were ordered 
by their superiors to collect information on US citizens considered to be 
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disloyal or sympathetic to foreign interests. By the mid 1970s, as the war 
ended and tumult on college campuses (spurred not only by antiwar sentiment 
but also by civil rights for minorities and women, student empowerment and 
other issues) began to diminish, Senate and House special committees were 
convened to determine if intelligence entities had overstepped their legal 
bounds. The result was the plethora of control and oversight mechanisms put 
in place to watch the national intelligence community, to include select 
committees on intelligence in both houses of Congress, the President’s 
Foreign Intelligence Advisory Board and the Intelligence Oversight Board in 
the executive branch, enhanced coordination powers given to the Director of 
Central Intelligence, an intelligence oversight office set up at the Pentagon, 
and other corrective measures. 

This may be a convenient juncture to highlight the term foreign intelligence. 
Nearly all the control and oversight fixes of the 1970s emphasized the 
distinction between collecting information on foreign elements operating from 
outside the United States and on US citizens or so-called ‘US persons’ living 
and working inside the country. The restrictions on intelligence-gathering 
activities against the latter are extremely tight compared to those against 
the former, and many laws are in place to protect the rights of those inside the 
United States. Of course, 9/11 changed the nature of the game completely, and 
the distinction between internal and external threats has blurred considerably. 
In essence, homeland security tries to deal with threats perpetrated by outsiders 
but operating from inside the country’s borders. Most experts agree that some of 
the restrictions on the intelligence community which made eminent sense in the 
1970s are overly limiting in the changed international environment of the 
twenty-first century. Intelligence agency officials, backed by supporters in 
Congress and academia, argue that their hands were tied behind their backs 
and the result was a lack of sufficient capacity to foresee 9/11 and react swiftly. 
As aresult, the legal framework for intelligence activities in the United States is 
being revised to a degree, alongside the creation of a parallel homeland security 
community. How complementary these efforts are, or should be, will be 
addressed later. Suffice it to say for now, however, that both homeland security 
and intelligence functions are under a microscopic lens, in large part because of 
the impact they have had on traditional civil liberties and freedoms, and to a 
lesser degree because some feel the intelligence agencies are not being forced to 
collaborate closely enough with homeland security entities to make the threat 
data produced truly effective. 

Aside from the historical backdrop so far discussed, there are also 
sociological, political and economic aspects to what the United States is going 
through post-9/11. Many historians and disciples of the Founding Fathers 
thirst for democracy and individual liberty at all costs. They do not see the 
threat from al Qaeda as dangerous enough to change the laws regarding how 
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much government intrusiveness should be permitted. These critics of the Bush 
administration’s strong-arm tactics celebrate the country’s fluid borders and 
open immigration. They continue to champion the public’s right to know and 
denigrate any moves by the government to keep things from them in the 
interest of national security. They believe in openness and total transparency 
in dealings with the government. They feel excessive secrecy is nothing more 
than a tactic to cover up mistakes by the intelligence community or blunders 
by executive officials in properly using the intelligence provided. Bureaucratic 
wrangling has long been a political tradition in the United States, but some 
critics point to what is going on now with all the inquiries and investigations as 
nothing more than one agency trying to ‘cover its behind’ and deflect blame to 
another or, more pointedly, to the overseers and decision makers who bound 
its hands in the first place or reduced its budget to levels where it could not do 
its job to the expectations of the American people. 

Concomitantly, certain economic characteristics of the United States have 
played a part in the current morass. The deficit spending currently plaguing not 
only the federal government but also nearly all state governments and many 
municipalities is not making the homeland security effort any easier. The short 
budget cycle practiced in the United States is a further complicating factor, as 
are the tendencies to bury questionable expenditures in other program lines 
and to practice post-crisis planning. The ‘brinksmanship’ attributed to 
Secretary of State John Foster Dulles in the 1950s may have worked during the 
slower, more predictable Cold War epoch, but it is ill-advised in the uncertain 
times brought on by the so-called “Global War on Terror’. Speaking of the 
word ‘global’, the whole concept of globalization is very contentious, whether 
it be globalization of the economy or globalization of the threat. To affluent 
citizens of western Europe, east Asia, or the United States, globalization may 
be a blessing, but to those in the Third World ravaged by poverty, disease, 
ethnic or religious conflict and lack of freedom of expression it may be nothing 
more than the latest external enemy with which they are powerless to contend. 


A FEW BASIC DEFINITIONS 


Before proceeding further, it might be helpful to define some terms, given that this 
article is written from a US perspective but for a diverse, international audience. 
‘Intelligence’ is defined officially by the US Department of Defense (DOD) as 


(1) the product resulting from the collection, processing, integration, 
analysis, evaluation, and interpretation of available information concerning 
foreign countries or areas; and (2) information and knowledge about 
an adversary obtained through observation, investigation, analysis, or 
understanding.° 
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In a more general sense, Webster’s Dictionary defines ‘intelligence’ as, among 
other things, 


the ability to learn or understand from experience; the ability to acquire 
and retain knowledge; the ability to respond quickly and successfully to 
a new situation; the use of the faculty of reason in solving problems; 
news or information; gathering of secret information, as for military or 
police purposes; and the persons or agency employed at this. 


Of course, the distinction between intelligence and information is 
somewhat arbitrary. Virtually all practitioners would agree that certain 
elements of government have the function of taking raw information and 
processing and analyzing it into finished intelligence. The precise point in the 
so-called ‘intelligence cycle’ at which this transformation occurs is in the eyes 
of the beholder. If one assumes that the essential phases of the cycle include 
collection, processing, analysis/production and dissemination, with planning 
and direction by superiors ongoing throughout, most US experts would agree 
that raw data or information collected becomes intelligence somewhere 
between the processing and production steps in the cycle. The specific point 
can vary depending on the type of information collected, the technology or 
discipline employed and the policies and procedures of the agency doing the 
processing. Moreover, the doctrine of the particular country being looked at 
may stipulate this point. Generally speaking, however, once the information is 
packaged in a form in which it can be understood by decision makers, backed 
up by a degree of reasoned judgment and careful analysis, and properly 
classified to protect sensitive sources and methods, it can be considered to be 
finished intelligence. 

The above involves looking at intelligence as a product that results from a 
process. Intelligence can also refer to the organization that produces this 
material, as when a government employee states that he or she ‘works for US 
intelligence’ or is part of the ‘national intelligence community’. Then again, 
intelligence can be viewed as a function within the state.’ All states rely on 
information to survive and all governments require some sort of intelligence or 
national security mechanism to produce data used by their leaders to make 
foreign policy decisions. A government that claims it does not need accurate 
intelligence is operating in the blind and opening itself up to attacks by 
adversaries from outside the state and also from within. In the last three 
decades or so, most states have had to deal with international terrorism as one 
of the most dangerous threats to their stability and safety. The United States 
has experienced terrorist attacks of differing types and intensity around the 
globe, which is to be expected for a global power that is the world’s remaining 
superpower and whose intense international activities, though well meaning, 
invariably spark passions and tensions. US intelligence has been increasingly 
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active in recent years in the counterterrorism arena, but more often than not it 
has been outside the country’s borders and managed separately from the law 
enforcement effort inside the country. 

In the wake of 9/11, US officials began to realize that the functional 
separation traditionally maintained between foreign intelligence and domestic 
law enforcement, both cognitively and legally, was not at all useful for the effort 
to protect the security of the homeland. The two would have to be coordinated 
more tightly and respective agencies responsible for these functions would have 
to collaborate more closely, perhaps calling for entirely new structures and 
ways of thinking about how to link them together. Thus the Office of Homeland 
Security in the White House was born only a month after 9/11, and finally 
after a lot of executive posturing and legislative chest-beating the Department 
of Homeland Security (DHS) was formally established in March 2003. 
The issues surrounding these developments will be discussed later. 

For now, suffice it to say the term “homeland security’ rapidly jumped into 
the US national consciousness, even though the concept had been bouncing 
around the Washington community — particularly within DOD, some defense 
contractor firms, a few think tanks and academia — for several years beginning 
in the 1990s. Prior to that, when experts discussed such ideas, they tended to use 
such terms as operational security, domestic counterintelligence, counter- 
sabotage, counterespionage or counterterrorism. Probably due to the afore- 
mentioned aversion to talking about such perfidious concepts as subversion and 
internal security, which connote dastardly deeds by disloyal US citizens or legal 
residents, the term ‘homeland security’ seemed more politically acceptable, 
suggesting threats to the homeland from outside terrorists operating either 
externally or internally to the borders of the United States. Homeland security in 
the United States is focused almost exclusively on terrorism, whereas the 
previous terms cover broader threats to the stability of the government and 
the values shoring up American society. 


A QUESTION OF CULTURE 


Given that the thrust of homeland security required bringing together agencies 
that were not accustomed to working closely with each other in the past, some 
cultural clashes were inevitable. During the maturation process of the new 
(or at least revised) homeland security community, organizations have been 
obligated to subordinate their individual interests and cultural identities to the 
greater national interest, and this has not been easy. First, there has been a need 
to accept the blurring of lines between foreign and domestic activities. 
Traditionally, the Central Intelligence Agency (CIA) has been responsible for 
the production of foreign intelligence since its founding in 1947 under the 
provisions of the National Security Act. Its charter also makes the agency 
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accountable for counterintelligence outside the borders of the United States, 
while the Federal Bureau of Investigation (FBI) has been responsible since the 
1920s for counterintelligence inside the United States, and more importantly, 
at least until recently, for investigations of organized crime and other criminal 
activity warranting federal involvement above the level of crimes prosecuted 
at the state and local levels. The foreign distinction is key here. The CIA and 
FBI have always jealously guarded their respective turf, which was backed up 
by a legal framework and reinforced after the previously discussed 
intelligence abuses of the 1960s and early 1970s. What many critics fail to 
realize or acknowledge is that at least some portion of the lack of coordination 
between the two agencies was levied by law, which means that the outdated 
statutes must be changed by Congress. 

Another cultural division is between the roles of intelligence and law 
enforcement in general. This author discovered during the late 1980s when 
counternarcotics support became an official mission of DOD that there was a 
huge gap in the way military people look at the drug threat and the way law 
enforcement agencies such as the Drug Enforcement Administration (DEA) 
view the problem. The latter see narcotraffickers as common criminals who 
need to be brought down and prosecuted as soon as possible. The former agree 
that drug producers and dealers are despicable criminals, but prefer to use 
them to gather information that will best enable the US government to reduce 
the overall threat. When DOD was tasked by the president in a September 
1989 National Security Decision Directive to assist the federal law 
enforcement community with intelligence and other technical support, and 
to help train DEA agents in how to do intelligence, it was evident that the 
cultural mentalities were quite different. DEA’s goals were all about making 
arrests, while DOD’s goals were to use intelligence gathered on drug criminals 
to do long-term pattern analysis, to help track down other criminals, and to 
diminish the overall threat to government stability. DOD intelligence officers 
knew a lot about intelligence collection, analysis and production of reports on 
drug activity, but little about legal requirements, rules of evidence, chain of 
custody and other such concepts, not to mention the international hurdles that 
must be dealt with like extradition procedures, maritime agreements and law- 
of-the-sea protocols. Much progress has been made overseas in drug detection 
and interdiction, but cooperation among intelligence and law enforcement 
agencies has not always been smooth. Incidentally, Asa Hutchinson, up until 
recently the DEA director and prior to that a member of the House Permanent 
Select Committee on Intelligence, is now the DHS undersecretary for border 
and transportation security.’ If anyone understands how to integrate law 
enforcement with intelligence, it should be Mr Hutchinson. 

As the homeland security effort continues, agencies focusing on terrorism 
are similarly discovering that it is not always easy to mesh their cultural 
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proclivities with those of other elements. The FBI has been forced to focus more 
on terrorism and less on other targets such as narcotics, white-collar and violent 
crimes, and smuggling.? Some observers have argued the FBI does not possess 
the proper mentality for counterterrorism and a separate national-level agency 
needs to be created for this purpose, reporting neither to the FBI nor the CIA.'° 
Since 1986 the Director of Central Intelligence (DCJ), in his role as overall 
coordinator of the intelligence community and not merely as director of the 
CIA, has overseen an entity known as the DCI Counterrorist Center (CTC)."' 
As a result of 9/11, however, and much clamoring for a more centralized 
structure at a higher level, President Bush in his January 2003 State of the 
Union address announced his decision to create a new threat assessment 
center that could dramatically revise the way the US government 
analyzes and responds to terrorist threats. The result was the Terrorist 
Threat Integration Center (TTIC), which is overseen by the DCI, who up until 
11 July 2004 was George Tenet. The center was initially housed at the CIA 
compound in Langley, Virginia, but later will move elsewhere (just like DHS 
was housed temporarily at an old Navy compound in the northwest part of the 
District of Columbia but is expected to get a new headquarters when the budget 
permits). This move was greeted with mixed reaction at the FBI, where Director 
Robert Mueller has been struggling against internal resistance and 
technological obstacles to transform his bureau into an agency focused on 
detecting and thwarting terrorism. The TTIC is charged with providing 
analyzed intelligence gathered by the CIA, FBI, DOD and DHS, and is staffed 
by top counterterrorism officials from each of those entities. The proposal for 
the center came under immediate attack from some lawmakers and civil 
libertarian groups which argued either that the plan did not go far enough or that 
it went too far in removing the historic distinctions between foreign and 
domestic intelligence.'* Additionally, some critics insist that no new structures 
should be allowed to report solely to the DCI or to the FBI director, whom they 
blame for the security troubles the country is experiencing. 

Another cultural divide can be found between the federal level and 
state and local levels. Law enforcement has long been executed well by the 
different levels, and cooperation between them on domestic criminal activities 
has generally been excellent. Nevertheless, the introduction of international 
terrorism into the equation has taxed the state and local levels. In most cases, 
with the exception of certain ‘SWAT’ teams and disaster recovery elements 
existing in some of the more well-financed jurisdictions (e.g., Fairfax 
County, Virginia, which has responded to earthquakes and other disasters 
around the globe), these units are not trained or equipped to deal with terrorist 
incidents. Perhaps more troubling is the area of intelligence sharing. Most 
of the police departments at these lower levels are not configured to receive 
or process classified information, and even those that are often are not 
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accustomed to interpreting national-level intelligence reports and applying 
them to local situations. 

Nevertheless, serious attempts are being made to close the gap and better 
integrate the various levels. For example, last spring President Bush selected 
New York City’s counterterrorism chief, Frank Libutti, a retired Marine 
lieutenant general, for the top intelligence-related post at DHS, undersecretary 
for information analysis and infrastructure protection (IAIP).'° Interestingly, 
a high-profile DOD intelligence official had earlier turned down the job after 
sending out signals he was interested. Retired Air Force Lieutenant General 
James Clapper, former director of the Defense Intelligence Agency (DIA) and 
current director of the National Geospatial-Intelligence Agency (NGA), 
decided to stay on at his post at NGA, where he had been for only about 
a year.'* There was some speculation that Clapper’s decision not to join DHS 
reflected a broader feeling in DOD, CIA and elsewhere in national security 
circles that the new department was not the place to ensure continuation of an 
outstanding intelligence career, though Bush was later successful in naming 
some CIA executives to significant homeland security billets. The agency’s 
deputy executive director, John Brennan, was named to head the interagency 
TTIC effective 1 May 2003.'° In addition, a former agency counterintelligence 
official who helped catch CIA spy Aldrich Ames in 1994 was designated DHS 
assistant secretary for information analysis, the division in charge of sifting 
through databases and other electronic information to find signs of terrorist 
activity.’ On the oversight side, John Gannon, former deputy director for 
intelligence at the CIA and subsequently chairman of the National Intelligence 
Council, where he supervised all analysts and the preparation of national 
intelligence estimates, respectively, was named majority staff director for the 
House Homeland Security Committee.'” 

The process of merging the best intelligence thinkers with the homeland 
security structure has not been easy, however. As of when the new department 
was formally established on 1 March 2003, the president had still been 
unsuccessful in filling the three top intelligence-related posts. Some observers 
were not surprised, claiming that Bush administration actions were casting 
doubts about the DHS intelligence mission. For instance, Bush’s decision to 
create the TTIC and place it under the DCI signaled that the DHS role 
in intelligence assessment would be limited. An unnamed former 
Bush administration official insisted that doing intelligence at DHS was 
‘the ultimate thankless job, where the people in charge will be raked over the 
coals by Congress the next time things go wrong’. Likewise, a former deputy 
national security advisor for the Clinton administration called the DHS 
recruiting problems unsurprising, adding that the creation of the TTIC under 
CIA leadership leaves the DHS undersecretary for [AIP with a great deal of 
accountability but little authority on intelligence matters." 
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These personnel hang-ups relate back to the cultural mindset of the 
intelligence business, where prospective officials understandably want to have 
influence on policy making but do not aspire to be the scapegoat the next time 
a terrorist attack against the United States is not foreseen in advance. When 
discussions were ongoing in 2002 over the proposed makeup of DHS, some 
observers were critical that the CIA and FBI were not included in the new 
department, since those are the two most involved agencies in exercising 
vigilance against terrorists. The decision was made, correctly in this author’s 
opinion, to leave them out of the mix because they have numerous 
other missions than counterterrorism. After all, the CIA, along with DIA, 
is responsible for all human source intelligence (HUMINT) at the national 
level, and its boss, the DCI, is statutorily the senior intelligence advisor to the 
national command authority (president and secretary of defense) through 
the National Security Council (NSC). To place Mr Tenet (and his successors) 
under the supervision of Mr Ridge would make no sense at all. The same is 
true of the FBI. As the key investigative component of the Department of 
Justice, responsible not only for counterterrorism but also for counter- 
intelligence and law enforcement inside the United States, it would be foolish 
to have Mr Mueller reporting to Mr Ridge instead of to the nation’s senior law 
enforcement officer, Attorney General John Ashcroft. True, most of the 
headlines regarding the CIA and FBI over the last two years have dealt with 
their successes, and even more so their failures, related to homeland security. 
Yet, these two agencies perform a host of other functions vital to US national 
security, some well known by the public and some more invisible. If they were 
totally subordinated to the homeland security community, which now has its 
own security council by executive order and subsequent legislative action (the 
Homeland Security Act of 2002), their performance in other areas could be 
jeopardized. The CIA and FBI must broadly support all Cabinet departments, 
not just DHS. 

Finally, culture has a lot to do with power and influence. All senior 
government officials want to be influential and as close to the ear of the 
president as possible. They do not want to be buried in the bureaucracy where 
there are multiple layers of oversight between them and the key decision 
makers. They also want to have authority over the budget and unfettered 
access to adequate resources to get the job done. Governor Ridge is thus in 
a much better situation now as a full Cabinet member and secretary of DHS 
than he was as merely a presidential advisor heading up the Office of 
Homeland Security. He is able to interact on a level playing field with other 
key Cabinet members like Ashcroft, Secretary of Defense Donald Rumsfeld, 
and Secretary of State Colin Powell. Even though he cannot demand priority 
intelligence support for homeland security, as a Cabinet member he can expect 
it and make waves if he does not receive it. Conversely, he must respond to 
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Congressional oversight committees, but can more easily mobilize legislative 
support for his activities than when he was merely a White House advisor not 
subject to Senate confirmation and not having his own budget. In fact, a few 
months ago a bill was introduced in Congress to move the DHS secretary up in 
the line of succession to the presidency, on the grounds that, even though he is 
the newest and most junior Cabinet member, the nature of his responsibilities 
dictate that he be nearer to the inner circle of critical officials protected in the 
event of a national catastrophe.'? Given that such disasters are DHS’s raison 
d’étre, the feeling is that the head of this department merits being in the upper 
echelon of critical national security officialdom. 


OTHER PROBLEMS IN GETTING GOOD INTELLIGENCE INTO THE MIX 


In addition to the disparate cultures challenge, which probably is the thorniest 
of them all, there are other problems in integrating homeland security and 
intelligence. Although some would consider it a cultural challenge, getting 
civilian and military elements that are not accustomed to doing so working 
together has proven difficult. Outside the United States, the role of the armed 
forces, and their military intelligence arms, is clear. Inside the United States, 
the armed forces are obliged to follow the concept of posse comitatus, which 
limits the role of the military in police-type functions, though a few observers 
believe the military uses this justification to resist some law enforcement 
support roles it legally could perform. The Posse Comitatus Act, passed by 
Congress in 1878 in the wake of Civil War Reconstruction and which means in 
Latin ‘power of the country’, does not apply to the Coast Guard or the National 
Guard when called up by state governors and not federally activated by the 
president. The Coast Guard, which is officially one of the US armed services 
but has a law enforcement role, is the only service not part of DOD (except in 
time of declared war when it is under the operational control of the Navy). 
When DHS was established in March 2003, the Coast Guard was transferred to 
that department from the Transportation Department.” 

The military is in a support role only when it comes to counterterrorism, 
and it has been very effective in supporting the State Department, which runs 
overseas embassies, the CIA, the FBI (in those countries where there are legal 
attaches posted) and other government agencies in combating the terrorist 
threat. The difficulties emerge when military units are expected to perform 
roles they are not trained for, or to substitute for more appropriate civilian 
agencies, and this is what is happening in Iraq today. The US military, and the 
token units of allied armed forces there, are doing a commendable job in trying 
to win the peace as effectively as they won the war. However, they are trained 
mainly as warfighters, not as peacekeepers, and their rogue adversaries take 
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advantage of that. Intelligence is having success in gradually ferreting them 
out, but overnight success cannot be expected. 

Not all observers agree with this author that the war in Iraq was a necessary 
part of the overall global war on terror. Some consider it a distracter from 
continuing priority support to places like Afghanistan, where Osama bin Laden 
and al Qaeda are still active, not to mention a huge drain on the US economy. 
In fact, the resignation in March 2003 of the NSC’s senior director for 
counterterrorism, Rand Beers, a former State Department assistant secretary 
for international narcotics and law enforcement matters under the Clinton 
administration, has been attributed to his alleged concern that war with Iraq 
would hurt the fight against terrorism.”! This follows up a warning by the CIA to 
Congress in 2002 that an invasion might lead to a rise in terrorism. Some critics 
are now saying that events since the president declared an end to major combat on 
1 May 2003 prove the point, as US casualties continue to mount on almost a daily 
basis. 

The intricate involvement of intelligence estimates in the decision to go to 
war, and the attempts to locate weapons of mass destruction ever since, reflect 
the dangers of the politicization of intelligence.” Nevertheless, despite being 
intriguing and pertinent topics, these controversial subjects are beyond the 
scope of this article and will not be further discussed, other than to say that the 
role of intelligence in homeland security and counterterrorism will be viewed 
in part through the prism of how it has been used, or abused, by the Bush 
administration in mobilizing support for the president’s decisions regarding 
Iraq, Afghanistan and elsewhere. Bush has been accused of fabricating 
intelligence, or perhaps merely of embellishing the limited intelligence 
available to justify policy decisions (what those of us in academic circles 
might refer to as ‘selective footnoting’), while his supporters respond that 
critics are trying to turn this into a partisan issue as election season 
approaches. Whatever the case, it is sure to fan the flames over whether the 
United States, while coping with the aftermath of 9/11 and the war in Iraq, has 
experienced ‘intelligence failures’ or, perhaps worse, ‘policy failures’. 

Another problem related to overcoming culture clashes is how to tinker 
with the government bureaucracy so as to streamline solutions rather than just 
create additional unintended consequences. Any bureaucratic restructuring 
takes time and cautious planning. That the Department of Homeland Security 
was approved and established in less than a year after President Bush finally 
went along with the idea is a minor miracle. In fact, the DHS was formally 
stood up only 17 months after the initial “Executive Order Establishing 
the Office of Homeland Security and the Homeland Security Council’ on 
8 October 2001.”? The new department brought together 22 separate agencies 
from several other Cabinet departments, requiring the transfer of upwards of 
170,000 government employees and the rectifying of diverse personnel 
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systems. This represented the largest, most complex federal government 
reorganization since the National Security Act of 1947 had created the 
National Military Establishment (later designated as DOD), the Air Force 
(as an armed service separate from the Army), the CIA, and the NSC. That it 
happened so quickly is truly remarkable, though of course the maturation of 
DHS will be ongoing for a long time. It is testament to the dogged 
determination of the executive branch, close cooperation by the legislative 
branch and recognition by a wary public that something had to be done to 
prevent another 9/11-type of event. 

Still, there was a lot of pulling and hauling among involved players and 
attempts either to gain turf or to protect turf already held. There were 
interminable arguments over centralization versus decentralization, open 
hearings versus closed hearings, and carefully controlled budgets versus more 
flexible ones. As is always the case when discussing intelligence reform, there 
were disputes over how much redundancy in collection, analysis and reporting 
is needed and whether intelligence support to homeland security should be 
done in a dedicated fashion or by treating DHS as merely another large 
consumer. Just because DHS has been set up does not mean the discussion on 
reforming intelligence has ended. The ongoing situation with Saddam 
Hussein’s thugs in Iraq and al Qaeda’s activities in Afghanistan and elsewhere 
will only fuel that discussion further, as will demands for US intervention in 
other hot spots such as Liberia, Colombia and the Philippines. The most 
comprehensive recent assessment of what needs to be done to strengthen the 
national intelligence community and integrate it with homeland security is 
found in a 2003 book by a former director of the National Security Agency 
(NSA) and Army deputy chief of staff for intelligence, retired Lieutenant 
General William Odom, who more recently was a professor at Yale 
University. Congress will no doubt play an important role in any reform, as 
it already has demonstrated in its joint inquiry into the intelligence failures 
related to 9/11 and its investigation into the application of intelligence to 
weapons of mass destruction in Iraq. Even before these issues captured the 
limelight, the Senate was deep into the effort to maximize intelligence support 
to homeland security. A 119-page unclassified report by the Committee on 
Governmental Affairs in June 2002, which is accessible electronically, is 
entitled “A Review of the Relationship Between a Department of Homeland 
Security and the Intelligence Community’.*° That committee is chaired by one 
of the former Democratic presidential contenders for 2004, Joseph Lieberman 
of Connecticut. 

Yet another problem, which certainly helped spur the rapid organizational 
actions just discussed, is the immediacy of the threat facing the United States 
and the rest of the world today, a threat which is increasingly globalized and 
‘asymmetric’, to use the popular buzzword indicating that the two sides are 
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radically different in resources, technology and attentiveness to the norms of 
international law. Gone are the days of the Cold War when intelligence 
agencies talked about indications and warning time in terms of weeks or days, 
but that was principally a conventional threat that was fairly predictable. 
Now we must deal with a threat that follows no rules or expected timelines and 
has no respect for the sanctity of innocent life. Democracy is truly under siege, 
and the actions taken to counter the potential adversaries have already sparked 
a perceived erosion of the civil liberties of those innocent human beings who 
have no way of fighting back. It is very difficult to distinguish the ‘good guys’ 
from the ‘bad’ these days. Several of the 9/11 attackers entered the United 
States legally and were living apparently normal lives, as most immigrants do 
while pursuing the American dream. 

There is also a great deal of complexity in information sharing, 
which is imperative if the threat is to be identified before it strikes again. 
Secretary Ridge and Attorney General Ashcroft have been wrestling with 
how best to render adequate warning of a potential threat to the public 
without causing undue alarm. This must be done without compromising sources 
and methods and without tipping off the potential attackers, who may very well 
be part of that attentive public. The on-again, off-again “Code Orange’ alerts 
have caused consternation among those who wonder if the federal government 
knows what it is doing and whether it realizes how much personnel and 
budgetary turmoil the alerts cause. On the other hand, the government must 
show a degree of healthy paranoia so as not to be accused of ‘falling asleep at the 
switch’ as it allegedly did before 9/11. How to do this consistently without 
succumbing to the ‘cry wolf’ syndrome is indeed a challenge. 

Some progress has been made in pushing intelligence from the top down to 
state and local levels. In the winter of 2003 the Senate introduced a bill that calls 
for the CIA director to provide classified information to state and 
local governments, including law enforcement, rescue, fire, health and other 
so-called ‘first responder’ personnel. Those receiving the information would 
require security clearances and be trained in handling classified material. 
The legislation, cosponsored by another Democratic presidential contender an 
now vice presidential candidate, John Edwards of North Carolina, and Charles 
Schumer of New York, is called the ‘Antiterrorism Intelligence Distribution 
Act of 2003’.”° 

Since the public responses to alerts most often have to be managed at the 
lower levels of government, this complicates the effort to pass threat 
information upward, downward and laterally among law enforcement elements 
that in a federal system such as the United States differ substantially in mission, 
makeup, funding, equipment, communications capability and capacity to 
respond. One of the biggest criticisms of late has been a lack of priority to first 
responders. A recent television magazine examined the nationwide lack of 
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preparation and funding for these personnel. The program revealed a paucity of 
modern gas masks, chemical protective suits and compatible radios. The federal 
government had promised more money to cities for homeland security. 
Representative Christopher Cox, chairman of the House Committee on 
Homeland Security, was quoted as saying the focus has been on intelligence for 
homeland security rather than equipment, since intelligence is cheaper and 
more cost-effective.?” Along the same lines, a week later another television 
news program featured an interview with former Senator Warren Rudman, head 
of the NSC’s Task Force on Emergency Response, who revealed many of the 
same vulnerabilities.** When the homeland security budget was proposed by the 
White House in the summer of 2003, New York and California received by far 
the biggest shares of the $3 billion allocated. On a per capita basis, however, 
twelve states did better than New York, mainly because the federal government 
divided significant portions of the money into equal pieces for distribution to all 
the states. This rankles lawmakers from urban areas, who insist the government 
should be less interested in keeping all states happy and instead emphasize 
targeting money to cities and states most at risk of terrorist attack.” 

A final problem in the homeland security debate from time to time has been 
the relationship between government and the media. Of course, in a democracy 
a critical aspect of government oversight is scrutiny by the media. The media 
have championed the public’s ‘right to know’ versus the government’s 
justifiable emphasis on ‘need to know’ and the need to protect its “sources and 
methods’. The fact that the threat is now at home as much as it is overseas has 
heightened press scrutiny, as has the perceived erosion of civil liberties. The 
contentious war in Iraq, and complaints about the role of intelligence, has only 
intensified the spotlight even more. A recent court case points out the delicacy 
of this issue. In late June 2003 a federal appeals court ruled that the US 
government could continue to keep secret the names of hundreds of people 
arrested and detained after the 9/11 attacks. The decision dealt a setback to more 
than 20 civil libertarian groups that had invoked the Freedom of Information 
Act to challenge the secret arrests. The groups also argued that First 
Amendment freedom of speech guarantees dictated release of the information, a 
position rejected by the court.*° Such disputes between the government trying to 
suppress information and interest groups and the media trying to reveal it will 
undoubtedly continue as long as the war on terrorism continues. Though 
challenging for the secretive Bush administration, this is what open democracy 
is all about and the president embraces the challenge. 


LEGAL FRAMEWORK AND POLITICAL/MILITARY DEVELOPMENTS 


Several of the topics listed below have already been addressed in detail, and 
therefore will not be discussed further. One in particular, the so-called USA 
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PATRIOT Act, has not been addressed yet, but will be covered in the next 
section on ‘controversies’. The basic judicial framework within which the 
concept of homeland security was designed and the organizational structure 
arranged can be summed up by these developments, listed chronologically:*! 


¢ Fourth Amendment (prevents intrusive searches and seizures, 1791) and 
14th Amendment (guarantees due process and equal protection under the 
law, 1868) to the Constitution. 

¢ Alien and Sedition Act (1798). 

¢ Posse Comitatus Act (1878). 

* Espionage Act (1917). 

¢ US Sedition Act (1918). 

¢ National Security Act (1947). 

¢ Freedom of Information Act (1967). 

¢ Privacy Act (1974). 

¢ Foreign Intelligence Surveillance Act (1978). 

¢ Various Executive Orders still in effect such as EO 12333 (1981). 

¢ Electronic Communications Privacy Act (1986). 

¢ Office of Homeland Security created (2001). 

¢ USA PATRIOT Act (2001). 

¢ Increased Congressional oversight of both intelligence and homeland 
security (2001-present). 

¢ Homeland Security Act (2002). 

¢ US Northern Command (NORTHCOM) established for homeland defense 
(2003) (there is also now an assistant secretary of defense for homeland 
defense). 

* Department of Homeland Security established (2003). 


Of the 22 agencies brought under the DHS umbrella, the largest and most 
significant in terms of interest to the defense establishment were the Coast 
Guard, the Transportation Security Administration, the Border Patrol, the 
Customs Service, the Immigration and Naturalization Service, the Federal 
Emergency Management Agency and the Secret Service.** Most of these 
entities have now been subsumed under DHS’s Bureau of Customs and Border 
Protection or its Bureau of Immigration and Customs Enforcement. 


CONTROVERSIES 


Since 9/11, probably the single most controversial development has been the 
passage of the USA PATRIOT Act (which is actually a clever but unwieldy 
acronym for ‘Uniting and Strengthening America by Providing Appropriate 
Tools Required to Intercept and Obstruct Terrorism’). This legislation was 
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ramrodded through Congress quickly within a month of the attacks, and signed 
by President Bush on 26 October 2001, at a time when the executive and 
legislative branches were united in a flush of patriotism and an unprecedented 
spirit of collaboration. The act is really nothing more than a 342-page 
patchwork of many previous bills granting the federal government expanded 
powers to gather information on potential terrorist suspects.** There have been 
numerous complaints that in normal times such a long, clumsy, poorly 
prepared piece of legislation would never have passed. Civil rights groups 
have decried such provisions as detentions of personnel for indefinite periods 
without due process, profiling of US residents of Muslim or Arab descent, 
expanded wiretapping powers, interception of e-mails, a clampdown on visas 
for visitors from certain countries, and increased government intrusion on 
college campuses. The Justice Department inspector general is required to 
monitor and issue regular reports on allegation of civil rights and civil liberties 
violations as part of the PATRIOT Act, which broadened government powers 
of surveillance and investigative methods.** Attorney General Ashcroft 
previously wanted to push through essentially a “Patriot Act II’ in 2003 that 
would expand executive powers even more, but the Bush administration began 
to realize it may be difficult enough just to fend off critics who want to repeal 
the first Act. In August 2003 it was announced by the White House that 
Ashcroft would soon be conducting visits across the country explaining why 
the act is critical to protect citizens and prevent another 9/11, while reassuring 
the public that there are adequate safeguards in place to protect their civil 
liberties. 

Related to the PATRIOT Act has been the recent implementation of the 
Student and Exchange Visitor Information System (SEVIS), which requires 
colleges and universities to maintain detailed databases on international 
students and share information with the federal government.* The idea is to 
prevent potential terrorists from entering the United States on the grounds of 
being students and later being discovered never to have enrolled or attended 
classes. College administrators are uneasy about the potential chilling effect 
on academic freedom and the possibility that some legitimate prospective 
candidates from foreign countries will be intimidated into not applying. 
They also are opposed to students being tracked down on campus and 
questioned by federal investigators without probable cause and to their 
computer and library records being subjected to surveillance. Foreign students 
are a tremendous financial boon to institutions hurting from federal and state 
budget cuts for higher education, since most of them request little or no tuition 
assistance. By and large, these students are supported by their families and/or 
home governments. Moreover, they add a degree of diversity to the student 
population and an ancillary benefit for US international relations and 
academic prestige that the federal government has found highly desirable in 
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the past. SEVIS is now part of a broader effort known as the US Visitor and 
Immigrant Status Indication Technology system (US VISIT).*° 

A final topic that generated a firestorm of controversy a few months ago but 
now seems to be dead is DOD’s proposed Total Information Awareness (TIA) 
program. This was essentially a terrorism ‘database mining’ effort designed by 
the Defense Advanced Research Projects Agency (DARPA), which would allow 
analysts to sift through vast amounts of banking, medical, credit card, travel and 
other personal information to look for patterns suggesting terrorist activity. 
Although Pentagon officials tried to reassure critics that the program would be 
tightly controlled and that safeguards would protect the privacy rights of US 
citizens, opposition continued to grow and finally the Senate voted unanimously 
to cut off funding for the program.*’ This was after a feeble effort by DOD 
supporters to soften the public image of TIA by renaming it the Terrorism 
Information Awareness program. The Senate’s vote was hailed by civil rights 
groups, which condemn the TIA concept as an invasion of privacy. Interestingly, 
the same individual who was pushing TIA, retired Navy Vice Admiral John 
Poindexter, also created the highly outrageous scheme known as Policy Analysis 
Market (PAM), which was intended to help military authorities predict terrorist 
action by carefully scrutinizing investor information and analyses.** Harsh 
reaction was immediate from all sides, with critics expressing disbelief that a 
White House professing ethical values would condone what essentially would be 
a futures market that encouraged gambling on people’s lives. Poindexter, 
infamous as President Reagan’s national security advisor during the Iran-Contra 
scandal of the late 1980s, has since resigned his DOD post and it is assumed that 
neither PAM nor TIA will ever see the light of day. 

In the minds of the harshest critics, the fact that these questionable programs 
were even suggested casts doubts about the wisdom of Bush administration 
officials and contributes to the public relations problems of a White House 
considered by many as too intrusive and prone to secrecy. Such programs also 
give a bad name to legitimate intelligence activities that are invaluable for 
protecting the homeland from the threat of terrorism. TIA certainly had 
potentially serious civil liberties problems. Nevertheless, though this author 
had doubts about the utility of PAM, the shrill hue and cry over such DARPA 
efforts is unfounded. Indeed, these are precisely the kinds of unorthodox 
experimental programs that DARPA was created to conceive in the first place. 
DARPA is supposed to ‘think outside the box’. Perhaps PAM was too far 
outside the box, since it produced a public relations disaster for the Pentagon. 


CONCLUSIONS AND RECOMMENDATIONS 


As highlighted earlier, a balance needs to be struck between protecting the 
national security and safeguarding the rights of US citizens and legal residents. 
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This is not an easy task, and it is impossible to achieve a national consensus on 
just where the fulcrum should be. The Bush administration has asked the 
American people (not to mention allies around the world) to trust its judgments 
and support its actions to reduce the terrorist threat. Generally, the public has 
agreed to do that, despite attempts by some elements of the media to show that 
support is deteriorating. The question is how much patience and trust society 
will continue to demonstrate, and what level of vulnerability people are willing 
to accept while endeavoring to retain the civil liberties they have long 
cherished. This author surmises the general public is nowhere near its breaking 
point, though some media portrayals would suggest otherwise. As the two-year 
anniversary of 9/11 was commemorated, and citizens were again reminded of 
the devastation of that fateful day, their fortitude and commitment to see the war 
on terrorism through to the end (assuming it will ever end) was likely renewed. 

To answer the question posed in the title, this author concludes that not 
only can homeland security and intelligence mix, they must work closely 
together. Intelligence support to homeland security is not a serious threat to 
democracy, with the condition that the intelligence is managed with care and 
the control and oversight procedures in place are appropriately applied. 
Securing the homeland without quality intelligence would not only be futile; 
it is unthinkable. To gather the type of information needed will require some 
loosening up of previous proscriptions, such as the permissible degree of ill 
repute of foreign agents recruited, the language capabilities such recruitment 
demands, the frequency and intensity of covert operations, and perhaps even 
rethinking the feasibility of government-sponsored assassination of notorious 
foreign actors. 

Many recommendations have already been made by Congressional and 
private commissions charged with exploring the alleged intelligence failures 
surrounding 9/11 and the war on terrorism. Senator Bob Graham of Florida, 
former chairman of the Senate Select Committee on Intelligence and a former 
Democratic presidential hopeful, was co-chairman of the House-Senate Joint 
Inquiry and in testimony in May 2003 made five recommendations regarding 
improved Congressional oversight of the national intelligence community: 


(1) Make membership of the House and Senate Intelligence Committees 
permanent. 

(2) Create within the Congressional appropriations process a separate 
subcommittee for intelligence, such has been created for the new 
Department of Homeland Security. 

(3) Establish a closer linkage between the financial reporting of the 
intelligence agencies and the oversight committees. 

(4) Adopt what has come to be known as the Eleanor Hill approach to 
oversight, which means that — much as was done during the Joint Inquiry 
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hearings (for which Hill was staff director) — staff should be given more 
authority to conduct detailed reviews under the direction of the chairman 
and vice chairman of the committee. 

(5) Make it a practice to seek testimony from witnesses outside the admini- 
stration. There are a range of experts from the academic community, think 
tanks, and other sources whose views can provide an alternative to the 
official administration perspective. 


Along with Graham’s common-sense suggestions, none of which is 
entirely new or earth-shattering, let us look at a list of more general 
recommendations for enhancing intelligence support to homeland security: 


* More openness and transparency in government, while maintaining 
protection of sensitive sources and methods. 

* Reasonable legislative control and oversight (‘reasonable’ meaning that 
some closed sessions of key committees must continue; not everything can 
be open to the public). 

* Revitalization of the intelligence community’s HUMINT capability. 

* Expanded role for the National Guard. 

¢ Broader sharing of intelligence among federal, state and local agencies. 

¢ Increased budgetary support pushed downward to first responders. 

* Expanded authority for the Secretary of Homeland Security in procuring 
intelligence, with inclusion of DHS as a formal member of the National 
Intelligence Community as a necessary first step (infact, this has now 
occurred, with DHS Coast Guard and IAIP now officially part of the 
community, bringing the total membership to 15). 

¢ More academic attention to the subjects of national security, homeland 
security and intelligence. 

¢ Better programs for enhancing public understanding and awareness. 


Regarding the point on academic focus, fortunately the number of courses 
on intelligence offered by civilian colleges and universities is increasing, and 
9/11 has likely intensified interest in this area. No longer is intelligence viewed 
as some sort of esoteric tradecraft taught only in government-sponsored training 
programs in classified form. The National Military Intelligence Association 
conducted its annual National Intelligence Symposium in March 2003 at DIA, 
with the theme ‘Homeland Security: Intelligence, Law Enforcement and the 
American Public’.“° DIA’s annual summer conference in 1999 dealt with 
intelligence education in colleges and universities. The National Defense 
University (NDU) is also beginning to focus on the topic of homeland security, 
having established in 2002 a special committee with representatives from its 
subordinate components to determine how best to incorporate this subject into 
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the various NDU curricula. The so-called University Committee on Homeland 
Security (UCHS) even has its own web page to keep students and faculty posted 
on current activities. 

Moving to the last point on public awareness, Attorney General Ashcroft’s 
visits across the country to explain government actions related to the 
PATRIOT Act and President Bush’s continual pronouncements to the nation 
hopefully helped reassure Americans that they can be safe and free at the same 
time. Keeping the public informed is critical. The White House periodically 
releases fact sheets to the public relating what counterterrorism measures are 
being enacted and how they can be of benefit to public safety. For example, a 
fact sheet on ‘Operation Liberty Shield’ was released in March 2003 that 
described the operation as ‘a comprehensive national plan designed to 
increase protections for America’s citizens and infrastructure while 
maintaining the free flow of goods and people across our border with 
minimal disruption to our economy and way of life’. The operation is “a multi- 
department, multi-agency, national team effort’, which includes: 


¢ Increased security at borders. 

¢ Stronger transportation protections. 

¢ Ongoing measures to disrupt threats against our nation. 

¢ Greater protections for critical infrastructure and key assets. 
¢ Increased public health preparedness. 

¢ Federal response resources positioned and ready. 


All the above actions require accurate and timely intelligence. In addition, 
they involve what is known as ‘actionable’ threat information, i.e., data which 
can be acted upon immediately. This does not require DHS to produce its own 
intelligence and duplicate what is already being done elsewhere. It has experts 
on its staff with vast experience in the national intelligence community, and 
that should be capitalized upon. As the noted political pundit George Will 
astutely observed, 


Intelligence is cheaper than cleaning up the damage from attacks. 
The federal government’s intelligence apparatus is a $40 billion 
asset. The Homeland Security Department’s job is not to have its own 
intelligence operation but to analyze and distribute intelligence so that 
immigration, customs and border officials have a better idea of what 
they should be looking for. 


All this can be done without destroying the democratic ideals upon which the 
nation was founded, such as personal privacy, openness to immigrants wishing 
to join American society, and transparency in government. And democracy is 
the bottom line — only with homeland security and intelligence working hand 
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in hand will the United States, and all freedom-loving nations, be able to 
defeat terrorism and, to end with one last cliché, ‘make the world safe 
for democracy’. 
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